  BUSINESS ASSOCIATE AGREEMENT

THIS BUSINESS ASSOCIATE AGREEMENT (“Agreement”) is entered into as of <DATE> (the “Effective Date”) by and between The School Board of Miami-Dade County, Florida (the “Covered Entity”), and _________________________(“Business Associate”).

R E C I T A L S

WHEREAS, Covered Entity maintains a Welfare Benefit Plan which provides benefits to employees and their dependents;

WHEREAS, components of the Welfare Benefit Plan consist of group health plans;

WHEREAS,  Covered Entity and Business Associate have entered into an arrangement pursuant to which Business Associate provides products and/or services to Covered Entity (“Services”) that may require Business Associate to access, create and use health information that is protected by state and/or federal law; and

WHEREAS, Business Associate will require access to Protected Health Information as defined under HIPAA in connection with providing the Services to the Covered Entity (“PHI”); and

WHEREAS, Covered Entity and Business Associate desire to enter into this Agreement to reflect their mutual understanding of the use, disclosure and general confidentiality obligations of Business Associate as it relates and applies to the Services, as well as to allow Covered Entity to fully comply with the requirements of the Health Insurance Portability and Accountability Act of 1996, the “Privacy Rule” (45 CFR Parts 160 and 164, subparts A and E) and the “Security Rule” (45 CFR Part 164, subparts A and C), as amended by the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”), (collectively “HIPAA”).

NOW, THEREFORE, in consideration of the mutual promises and other consideration contained in this Agreement, the delivery and sufficiency of which is hereby acknowledged, the parties agree as follows:

1. DEFINITIONS

All terms used, but not otherwise defined herein, shall have the same meaning as those terms set forth in HIPAA.

2. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

2.1 Permitted Uses: Business Associate agrees not to use PHI other than as permitted or required by this Agreement to perform the Services. Subject to the terms and conditions of this Agreement, Business Associate may also use PHI for the proper management and administration of Business Associate. Notwithstanding any other provision of this Agreement, this Agreement does not authorize Business Associate to use any PHI in a manner that would violate HIPAA if done by Covered Entity.

2.2 Permitted Disclosures: Business Associate will hold PHI in confidence and will not disclose any PHI, except as may be permitted or required by this Agreement, or as Required by Law. Business Associate may also disclose the minimally necessary amount of PHI required for the proper management and administration of Business Associate; provided that with respect to any such disclosure of PHI, such disclosure is (1) Required by Law or (2) Business Associate obtains reasonable assurances from the person to whom the information is disclosed that the PHI will remain confidential and be used or further disclosed only as Required by Law or for the purpose for which it was disclosed to the person, and that the person will notify Business Associate (who will in turn notify Covered Entity in accordance with the breach notification provisions below) of any instance in which the person becomes aware that the confidentiality of the PHI has been breached.  

2.3 Obligations of Business Associate

2.3.1. De-Identified Health Information:  Except as otherwise provided herein, Business Associate will not de-identify any PHI without Covered Entity’s prior written consent, which consent may be withheld by Covered Entity in its sole and absolute discretion. Notwithstanding the foregoing, Business Associate may, in accordance with the Privacy Rule, de-identify PHI to the extent necessary to perform Services.

2.3.2. Safeguards:  Business Associate agrees to use appropriate physical and technical safeguards to prevent the use or disclosure of Covered Entity’s PHI for any purpose other than the provision of Services.

2.3.3. Minimum Necessary:  In all cases, Business Associate will make reasonable efforts to use, disclose and request of Covered Entity, only the minimum amount of PHI reasonably necessary to accomplish the intended purpose of the use, disclosure or request. Without limiting the generality of the foregoing, Business Associate shall act in accordance with any guidance promulgated or to be promulgated by HHS (as defined herein) related to the use and disclosure of the minimum necessary amount of PHI.

2.3.4. No Sale of PHI:  Business Associate shall not sell, transfer, sub-license or disclose PHI to a third party, except as otherwise specifically permitted by the Covered Entity. Without limiting the generality of the foregoing, Business Associate shall not, directly or indirectly, receive any remuneration in exchange for the sale, transfer, sub-license or disclosure of any PHI, unless prior written approval is provided by Covered Entity (which approval may be withheld by Covered Entity in its sole and absolute discretion) and only so long as: i) an exception listed in Section 13405(d) of the HITECH Act (codified at 42 U.S.C. § 17935(d)) is satisfied, as may be modified or further explained by the HITECH Act implementing regulations; or, ii) Business Associate first obtains a valid authorization from the individuals who are subject of the PHI pursuant to 45 CFR § 164.508, as may be amended, which states specifically whether the PHI may be further exchanged for remuneration by Business Associate.

2.3.5. No Marketing: Business Associate shall not use or disclose PHI for any marketing activities. The parties acknowledge that Business Associate obligations and restrictions related to marketing communications involving PHI are set forth in Section 13406(a) of the HITECH Act (codified at 42 U.S.C. § 17936(a)), as may be modified or further explained by the HITECH Act implementing regulations.

2.3.6. Agents and Subcontractors:  In the event Business Associate engages any agent or subcontractor to perform Services and discloses PHI to such agent or subcontractor, Business Associate will require any such agent or subcontractor to be bound to the same restrictions, obligations and conditions as required in this Agreement.

2.3.7. Inspection and Copies:  Upon written request from the Covered Entity, and no more than ten (10) business days after receipt of such written request, Business Associate agrees to make PHI in Business Associate’s custody or control available to Covered Entity or, at Covered Entity’s direction, to an Individual (or the Individual’s Personal Representative) for inspection and obtaining copies pursuant to 45 CFR § 164.524, as may be amended.

2.3.8. Amendments:  Upon receipt of written notice from the Covered Entity, Business Associate shall promptly amend a Designated Record Set containing PHI pursuant to 45 CFR § 164.526, as may be amended.

2.3.9. Accounting of Disclosures:  Business Associate will record and track information related to certain disclosures of PHI, as may be required by Covered Entity to respond to a request by an Individual for an accounting of such disclosures in accordance with 45 CFR § 164.528, as may be amended. Upon receipt of written notice from the Covered Entity, Business Associate shall, within ten (10) business days, make any and all such disclosure accounting information available to Covered Entity for the purpose of Covered Entity providing Individuals with an accounting of the disclosures of their PHI as required by 45 CFR § 164.528, as may be amended.

2.3.10. Restriction Agreements and Confidential Communication Requests: Business Associate will comply with any agreement that Covered Entity makes that either (i) restricts the use or disclosure of any PHI pursuant to 45 C.F.R. § 164.522(a), as may be amended, or (ii) requires confidential communication about any PHI pursuant to 45 C.F.R. § 164.522(b), as may be amended, provided that Covered Entity notifies Business Associate, in writing, of the restriction or confidential communication obligations that Business Associate must follow.  

2.3.11. Access to Books and Records by the Secretary of HHS: Business Associate shall make its internal practices, books and records related to the use and disclosure of PHI received from, created or received by Business Associate on behalf of Covered Entity, available to the Secretary of Health and Human Services (“HHS”) and the HHS Office of Civil Rights for the purposes of determining Covered Entity’s compliance with HIPAA.  Business Associate shall notify Covered Entity within ten (10) business days of receipt of a request by the HHS for such access.  

2.3.12. Breach of Privacy Rule or Security Rule; Security Incident Reporting; Breach Notification involving Unsecured PHI:  Business Associate will report to Covered Entity, within seventy-two (72) hours of discovery, any (a) Security Incident, or (b) Security Breach as defined at 45 C.F.R. Part 164, Subpart D (the “Breach Notification Rule”). Without limiting the generality of the foregoing, Business Associate’s report will at least:

2.3.12.1. identify the nature of the non-permitted use or disclosure including how such use or disclosure was made;

2.3.12.2. identify PHI used or disclosed;

2.3.12.3. if possible and applicable, identify person/entity who improperly received the non-permitted disclosure;

2.3.12.4. identify what corrective action Business Associate took or will take to prevent further non-permitted uses or disclosures;

2.3.12.5. identify what Business Associate did or will do to mitigate any deleterious effect of the non-permitted use or disclosure; and

2.3.12.6. provide such other information, including a written report, as Covered Entity may reasonably request.

2.3.13. Health Information Policies and Procedures:  In connection with the delivery of the Services, Business Associate agrees to abide by and be bound by all Covered Entity’s health information policies and procedures pertaining to vendors, confidentiality of Covered Entity’s PHI and otherwise, as such policies and procedures may be in effect from time to time.

2.3.14. Compliance with Law:  At all times during the term of this Agreement, Business Associate will comply with all applicable federal, state and local laws, rules and regulations pertaining to the confidentiality of PHI. Business Associate acknowledges that the HITECH Act imposes new requirements on business associates with respect to the privacy and security of PHI and notification of breaches involving Unsecured PHI. Business Associate contemplates that such requirements shall be implemented by regulations to be adopted by HHS and agrees to comply with such regulations commencing on the applicable effective date. Business Associate and the Covered Entity each further agree that the provisions of HIPAA and HITECH that apply to business associates and that are required to be incorporated into a HIPAA business associate agreement are hereby incorporated into this Agreement as if set forth in this Agreement in their entirety and are effective as of the applicable effective date.

2.3.15. Security Rule Obligations: Without limiting the generality of Section 2.3.14 , Business Associate hereby covenants and agrees to the following:

2.3.15.1. Administrative Safeguards.  On or before the later of February 17, 2010 or the compliance date of the HITECH Act BA Provisions (the “HITECH BA Compliance Date”), Business Associate shall have: (i) implemented policies and procedures to prevent, detect, contain, and correct security violations in accordance with the implementation specifications set forth at 45 C.F.R. § 164.308(a)(1)(ii); (ii) identified a security official who is responsible for the development and implementation of the policies and procedures required by 45 C.F.R. Part 164, Subpart C; (iii) implemented policies and procedures to ensure appropriate access to e-PHI by its employees, agents and/or representatives as provided under 45 C.F.R. § 164.308(a)(4), and to prevent its employees, agents and/or representatives who should not have access under the standards set forth at 45 C.F.R. § 164.308(a)(4) from obtaining access to e-PHI in accordance with the implementation specifications set forth in 45 C.F.R. § 164.308(a)(3)(ii); (iv) implemented policies and procedures for authorizing access to e-PHI that is consistent with the requirements of 45 C.F.R. Part 164, Subpart E as well as in accordance with the implementation specifications set forth at 45 C.F.R. § 164.308(a)(4)(ii); (v) implemented a security awareness and training program for all of its employees and agents (including its directors and officers) in accordance with the implementation specifications set forth at 45 C.F.R. § 164.308(a)(5)(ii); (vi) implemented policies and procedures to address “Security Incidents” in accordance with the implementation specification set forth at 45 C.F.R. § 164.308(a)(6)(ii); and (vii) established (and implemented as needed) policies and procedures for responding to an emergency or other occurrence, including fire, vandalism, system failure and natural disaster, that damages any system that may contain e-PHI in accordance with the implementation specifications set forth at 45 C.F.R. § 164.308(a)(7)(ii). Commencing on and after the HITECH BA Compliance Date, Business Associate will perform periodic technical and nontechnical evaluations in response to any environmental or operational changes affecting the security of e-PHI, and Business Associate will use such evaluations to establish the extent to which Business Associate’s administrative safeguards meet the requirements of the e-PHI Security Standards as required by HIPAA.

2.3.15.2. Physical Safeguards. On or before the HITECH BA Compliance Date, Business Associate shall have implemented: (i) policies and procedures to limit physical access to its electronic information systems and the locations in which such electronic information systems are maintained in accordance with the implementation specifications set forth at 45 C.F.R. § 164.310(a)(2); (ii) policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstation that can access e-PHI; (iii) physical safeguards for all workstations that access e-PHI to restrict access to authorized users only; and (iv) policies and procedures that govern: (A) the receipt and removal of hardware and electronic media that contain e-PHI into and out of a location, and (B) the movement of such e-PHI within each such location in accordance with the implementation specifications set forth at 45 C.F.R. § 164.310(e)(2).

2.3.15.3. Technical Safeguards. On or before the HITECH BA Compliance Date, Business Associate shall have implemented: (i) technical policies and procedures for electronic information systems that maintain e-PHI to allow access only to those persons or software programs that have been granted access rights as specified at 45 C.F.R. § 164.308(a)(4) in accordance with the implementation specifications set forth at 45 C.F.R. § 164.312(a)(2); (ii) hardware, software, and/or procedural mechanisms that record and examine activity in any information systems that contains or uses e-PHI; (iii) policies and procedures to protect e-PHI from improper alteration or destruction in accordance with the implementation specification set forth at 45 C.F.R. § 164.312(c)(2); (iv) procedures to verify that a person or entity seeking access to e-PHI is authorized to receive access to such e-PHI; and (v) technical security measures to guard against unauthorized access to any e-PHI that is being transmitted over an electronic communications network in accordance with the implementation specifications set forth at 45 C.F.R. § 164.312(e)(2).

2.3.15.4. Policies and Procedures and Documentation Requirements.  On or before the HITECH BA Compliance Date, Business Associate shall have implemented reasonable and appropriate policies and procedures to comply with the standards, implementation specifications, or other requirements of the e-PHI Security Standards, taking into account the factors specified at 45 C.F.R. § 164.306(b)(2)(i), (ii), (iii) and (iv). Commencing on and after the HITECH BA Compliance Date, Business Associate shall: (i) maintain the policies and procedures implemented to comply with the e-PHI Security Standards in written or electronic form; and (ii) if an action, activity or assessment is required by 45 C.F.R. Part 164, Subpart C to be documented, maintain a written or electronic record of the action, activity, or assessment in accordance with the implementation specifications set forth at 45 C.F.R. § 164.316(b)(2). Upon request of Covered Entity, Business Associate shall provide Covered Entity with a copy of such policies and procedures.

2.3.15.5. General Terms Regarding e-PHI Security Standards.  Business Associate and Covered Entity each acknowledge and agree that the provisions included in this Section 2.3.15 are intended to address certain provisions included in the HITECH Act and its implementing regulations and, if at any time after the Effective Date any of the provisions included in this Section 2.3.15 are modified, amended, supplemented, removed or otherwise changed in any manner as a result of any change to the HITECH Act, its implementing regulations or any other applicable state, federal or local law, the provisions of this Section 2.3.15 shall be modified, amended, supplemented, removed or otherwise changed so as to comply with any such modification, amendment, supplement, removal or other change to the HITECH Act, its implementing regulations or any other applicable state, federal or local law; provided that in no event shall Business Associate be required to perform any act or obligation beyond what is required by the HITECH Act, its implementing regulations or any other applicable state, federal or local law. Notwithstanding, anything to the contrary set forth in this Section 2.3.15, Covered Entity acknowledges and agrees that with respect to any implementation specification that is categorized as “Addressable” in the Security Rule, Business Associate shall in its sole reasonable discretion have the right to either: (i) implement the implementation specification as set forth in the Security Rule if Business Associate determines that such implementation specification is a reasonable and appropriate safeguard in Business Associate’s environment when analyzed with reference to the likely contribution to protecting PHI; or (ii) document why Business Associate has determined that implementation of the implementation specification as set forth in the Security Rule is not reasonable and appropriate and implement an equivalent alternative measure that is reasonable and appropriate and will adequately protect PHI.

2.3.15.6. Breach of Representations and Warranties by Business Associate Relating to e-PHI Security Standards.  In addition to any and all remedies which may be available to Covered Entity in this Agreement, Business Associate covenants and agrees that in the event of a breach by Business Associate of any of its covenants and obligations set forth in Section 2.3.15 of this Agreement, Business Associate may be prohibited, at Covered Entity’s sole discretion, from receiving any additional PHI until such breach is remedied to Covered Entity’s sole reasonable satisfaction.

2.4 Indemnification of Covered Entity:  Business Associate agrees to indemnify and hold harmless Covered Entity and its affiliates, Board members, directors, officers, employees and agents, individually and collectively, against any and all losses, liabilities, judgments, penalties, awards and costs, including costs of investigation and legal fees and expenses, arising out of or related to: (i) a breach of any representation, warranty or covenant of this Agreement; (ii) a breach of applicable law; or (iii) any negligent or wrongful acts or omissions of Business Associate or its employees, directors, officers, subcontractors, or agents, including failure to perform their obligations under HIPAA and HITECH.

3. OBLIGATIONS OF COVERED ENTITIES

3.1 Restrictions Requests and Confidential Communications:  Covered Entity shall notify Business Associate, in writing, of any agreement Covered Entity makes regarding any restriction or requirement for confidential communication (including any changes or revocation of such restriction agreement or confidential communication requirement), with respect to the use or disclosure of PHI pursuant to 45 C.F.R. § 164.522, as may be amended, to the extent that such restriction agreement or confidential communication requirement may affect Business Associate’s use or disclosure of PHI in the provision of Services.

3.2 Safeguards: Covered Entity agrees: (i) to use appropriate safeguards to maintain and ensure the confidentiality, privacy and security of PHI transmitted to Business Associate pursuant to this Agreement, in accordance with the standards and requirements of HIPAA, the Privacy Rule and Security Rule, until such PHI is received by Business Associate; (ii) to inform Business Associate of any consent or authorization, including any changes in or withdrawal of any such consent or authorization, provided to the Covered Entity by an individual pursuant to 45 C.F.R. § 164.506 or § 164.508, as may be amended; and (iii) that Business Associate may make any use or disclosure of Covered Entity’s PHI permitted under 45 C.F.R. § 164.512, as may be amended.

4. TERM AND TERMINATION

4.1 Term:  This Agreement shall remain in effect for a period of 12 months. 
4.2 Termination:  

4.2.1. Except for the requirements set forth in Section 4.3 which shall survive as set forth therein, this Agreement will terminate at the end of the Term or upon written notice of termination by the Covered Entity. This Agreement may be terminated by Covered Entity upon the breach of any one or more provisions of this Agreement by Business Associate, which breach is not corrected to the reasonable satisfaction of Covered Entity by Business Associate within thirty (30) days after written notice of such breach is given to Business Associate by Covered Entity.

4.3 Effect of Termination:  Business Associate agrees that upon termination of the Services, Business Associate will return or destroy all PHI received from, created or received on behalf of Covered Entity. In the event Business Associate determines that return or destruction is not feasible, Business Associate will notify Covered Entity within ten (10) business days of that determination.  Business Associate will extend the protections required in this Agreement to the PHI and limit further uses and disclosures to only those purposes that make the return or destruction of the information infeasible.  This Section 4.3 shall survive the termination of this Agreement.

5.  MISCELLANEOUS

5.1 Regulatory References:  A reference in this Agreement to a section in the Privacy Rule, Security Rule, the Breach Notification Rule, the HITECH Act or HIPAA, and its regulations and requirements means the section(s) in effect or as amended.

5.2 Amendment:  Upon the compliance date of any final regulation, including the HITECH BA Compliance Date, or amendment to a final regulation promulgated by HHS that affects Business Associate’s use or disclosure of PHI, the parties agree to take such reasonable action as is necessary to amend this Agreement in order for the parties to comply with such final regulation or amendment to final regulation.

5.3 Notices:  Any notices to be delivered hereunder shall be delivered to the addresses set forth below; provided, that a copy of any notice to Covered Entity hereunder shall also be delivered to Miami-Dade County Public Schools, 1501 N.E. 2nd Avenue, Suite 335, Miami, Florida 33132. Notice shall be in writing and shall be deemed effective when personally delivered or, if mailed, three (3) calendar days after the date deposited in the United States mail, first class, postage prepaid, to the addressee at its current business address.

5.4 Counterparts:  This Agreement may be executed in two (2) or more counterparts, each of which shall be deemed an original and when taken together shall constitute one agreement.

5.5 Choice of Law:  All issues and questions concerning the construction, validity, enforcement and interpretation of this Agreement shall be governed by, and construed in accordance with, the laws of the state of Tennessee.

5.6 Joint Preparation:  Each party hereto: (i) has participated in the preparation of this Agreement; (ii) has read and understands this Agreement; and (iii) has been represented by counsel of its own choice in the negotiation and preparation of this Agreement. Each party hereto represents that this Agreement is executed voluntarily and should not be construed against any party hereto solely because it drafted all or a portion hereof.

5.7 Severability:  Whenever possible, each provision of this Agreement shall be interpreted in such manner to be effective and valid under applicable law, but if any provision of this Agreement is held to be invalid, illegal or unenforceable in any respect under any applicable law or rule in any jurisdiction, such invalidity, illegality or unenforceability will not affect any other provision in any other jurisdiction, but this Agreement will be reformed, construed, and enforced in such jurisdiction as if such invalid, illegal or unenforceable provision had never been contained herein.

5.8 Waiver:  No waiver by any party hereto, whether express or implied, of its rights under any provision of this Agreement shall constitute a waiver of the party’s rights under such provisions at any other time or a waiver of the party’s rights under any other provision of this Agreement. No failure by any party hereto to take any action against any breach of this Agreement or default by another party hereto shall constitute a waiver of the former party’s right to enforce any provision of this Agreement or to take any action against such breach or default or any subsequent breach or default by the other party hereto. To be effective any waiver must be in writing and signed by the waiving party.

5.9 No Modification:  No modification of this Agreement will be effective unless made in writing and executed by a duly authorized representative of each party hereto, except as otherwise provided hereunder.

5.10 Entire Agreement:  This Agreement between the parties hereto supersedes any and all prior business associate agreements and understandings, either oral or written, between the parties.

5.11 Independent Contractor:  None of the provisions of this Agreement are intended to create, nor shall be deemed or construed to create, any relationship between the parties hereto other than that of independent entities contracting with each other hereunder solely for the purpose of effecting the provisions of this Agreement. Neither this Agreement nor the fulfillment of any of the obligations hereunder shall be deemed to create any partnership, joint venture, legal association, or other operating relationship between the parties other than as independent contractors. The governing bodies of each party shall have exclusive control of the policies, management, assets, and affairs of their respective organization.

5.12 No Third-Party Beneficiaries: Nothing in this Agreement shall be construed as creating any rights or benefits to any third parties. 
5.13 Interpretation: Any ambiguity in the Agreement shall be resolved to permit Covered Entity and Business Associate to comply with the applicable requirements under HIPAA. 

 [Signature Page Follows]

IN WITNESS WHEREOF, the parties hereto have caused this Business Associate Agreement to be executed and delivered as of the day and year first above written.

	COVERED ENTITY: 


	BUSINESS ASSOCIATE:



	By:  


        
	By:  


         

	Date:  

Address:

1501 N.E. 2nd Avenue, suite 335

Miami, Florida 33132


	Date:  

Address:
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